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Shares Are Inaccessible After Upgrading Domain Controllers to Windows Server 2022

Applies to: Hammerspace 5.2 and later.

1. Symptom

After Active Directory domain controllers are upgraded to Windows Server 2022, clients can no longer reach
shares using an alias DNS entry or an IP address.

In the example used here, the cluster’s Active Directory computer object is jv-hs-a.asgard.local, and clients
reach the cluster either through a DNS alias of file.asgard.local or through the IP address 192.168.10.10.

2. Cause

Windows Server 2022 changed how NTLM authentication is handled, and Microsoft has announced plans to
deprecate NTLM entirely.

Those changes break authentication when a client connection falls back from Kerberos to NTLM — which
happens when the computer object has no HOST service principal name matching the DNS name or IP address
the client used.

Joining the cluster to the domain creates two HOST service principal names automatically, both based on the
computer object name: one for the single-label hostname, one for the fully qualified domain name.

e

Mame Type
General  Operating System  MemberOf  Delegation  Password Replication
LAPS Location Managed By Object Security Dialin  Aftribute Editor
Attrbutes:
Attribute Value &
objectGUID 0c9e8064-68c2-4880874c 74030032376
object Sid 5-1-5-21-1856686212-2093276622-1236469
primaryGrouplD 515 = (GROUP_RID_COMPUTERS )
pwdLastSet 2/29/2024 2:36:40 PM Eastem Daylight Tim
replPropedyMetaData  AID Ver Loc USN Org DSA
sAMAccountName JV-HS-AS
sAMAccount Type 805306369 = ( MACHINE_ACCOUNT )
M V-Hs-A Computer servicePrincipalName  HOST/jv-hs-a.asgard Jocal; HOST/AIV-HS-A
Multi-valued String Editor X
Altribute: service PrincipalName
Value to add:
L4
|I i

Remove

'HOST/JV-HS-A
HOST/jvhs-a.asgard local

Figure 1. The two HOST service principal names created by default
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A client reaching the cluster by any other name — a different DNS record, or an IP address — fails Kerberos and
falls back to NTLM. Before Windows Server 2022 that fallback succeeded. Now it is rejected.

3. Resolution

Create HOST service principal names for every name and IP address clients use to reach the cluster, including

both the single-label and fully qualified DNS entries. Kerberos can then be used throughout, and nothing falls
back to NTLM.

| servicePrincipalName  HOST/jv-hs-a.asgard Jocal; HOST/AIV-HS-A
Multi-valued String Editor bt

Agtribute: servicePrincipalMame

Value to add:

_ Add
Values:
'HOST/192.168.10.10
HOST file

HOST file asgard Jocal
HOST/AIV-HS-A
HOST/jvhs-a.asgand Jocal

Remove

Figure 2. The computer object with the additional service principal names added

+ Service principal names must be unique within the domain, as computer object names
are.

+ Active Directory will not let you reuse a HOST service principal name within the same
domain.

+ Add every service principal name the cluster needs at deployment, even where NTLM still
works in your environment.
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